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Purpose of Report To update members on the latest risks and trends in cyber 
security

Single Integrated 
Assessment

Not applicable

List of  Enclosures none

Public Interest Test Not applicable

Recommendation(s) a)  that Members continue to remain on-guard with 
respect to cyber security

b)  that Members contact IT support if they have any 
concerns or suspicions about cyber security 
matters

c)  that Members note the contents of the report

1 Introduction or Background

When the Data and Security Policy was agreed by the National Park Authority, Members 
requested that an update on risks, trends and issues relating to cyber security be brought to 
the committee on a quarterly basis.

2 The National context
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The UK’s cyber security is led by The National Cyber Security Centre https://www.ncsc.gov.uk/ 
which is an arm of GCHQ.

The current UK Cyber Security Strategy is available here:

https://www.gov.uk/government/publications/national-cyber-security-strategy-2016-to-2021

In November 2018 the Joint Committee on National Security Strategy, chaired by Margaret 
Beckett MP, warned the UK is 'wholly' unprepared to stop a devastating cyber-attack.
https://www.theguardian.com/technology/2018/nov/19/uk-wholly-unprepared-to-stop-
devastating-cyber-attack-mps-warn

3 Current Risks, Trends and Issues

Phishing threats continue to grow in sophistication driven by Artificial Intelligence and 
Machine Learning methods being used to data mine past online activity.  These threats often 
employ emotive tactics to get users to drop their guard and click on the bait.  People are 
generally fairly wary of clicking links in emails but the threat is expanding in the social media 
realm where people aren’t so cautious. 

Both Apple and Android continue to be hit by malicious apps getting into their stores. 
Some of this malicious code, built into innocuous looking apps, is able to bypass two-factor 
authentication and in one outbreak accessed users PayPal and sent money to the attacker’s 
account. 

Malicious scripts on web sites. In general these do not manage to find their way onto 
mainstream sites but when they do they can cause a lot of problems (such as stealing credit 
card details) with the associated reputational impacts on the organisation affected. There is not 
much that a user can do to defend against the such scripts which make it onto well-known 
sites. The best advice to users is to stay in well used public areas of the web, and not to wander 
off into the internet wilderness. Think about where a link might be taking you before clicking on 
it.

4 Local arrangements
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It would be inappropriate to go into detail about our cyber security arrangements in a public 
paper but Members can be assured that ensuring the security and integrity of the Authority’s 
data and systems is the always the highest priority and primary concern of the IT team.  To that 
end the IT Network and Security Officer regularly attends meetings of his peers via the Wales 
NLA WARP:

WARP is an abbreviation of Warning, Advice and Reporting Point. They are set up to 
provide a service to members of a particular community, usually of between 20 and 100 
members (in order to preserve a personal community feel).

WARPs are run by a WARP operator who uses a website, email, telephone, SMS, and 
occasional meetings (where possible) to offer a personalised service of information 
security warnings and advice to the members. The operator will:

 Filter relevant information and deliver it to the community;
 Facilitate the sharing of advice and best practice within the members of that 

community.
 Help build trust within the community, thereby encouraging members to report 

incidents to each other;
 Anonymise these reports, and where relevant, share them with other WARPs.

The creation of WARPs in Public Sector communities, where people work together and 
share information on threats, incidents and solutions, can address many of these 
problems in a cost effective manner. WARPs are also being promoted by the UK 
Government’s Centre for Protection of National Infrastructure (CPNI) and National 
Cyber Security Centre (NCSC). https://www.nlawarp.net/what-is-a-warp/ 

RECOMMENDATION(S):

a)  that Members continue to remain on-guard with respect to cyber 
security

b)  that Members contact IT support if they have any concerns or suspicions 
about cyber security matters

c)  that Members note the contents of the report
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